L Sandringham Primary School

Succeed {1:3 'f'oéeﬂper

Sandringham
Daycare and Primary

GDPR Policy

Data Retention Policy

Appropriate Use Policy

CCTV Policy

Data Protection Impact Assessment Procedure
Security Incident Procedure

Consent Procedure

Subject Access Request Procedure

February 2026



GDPR Policy

Contents

1. Overview
2. Scope and Applicability

3. General Policy

3.1 Objectives

3.2 ICO Registration

3.3 Introduction to the UK GDPR
3.4 Data Protection Principles
3.5 External Data Transfers
3.6 Safeguards

3.7 Data subjects’ rights

3.8 Complaints

3.9 Consent

3.10 Security of data

3.11 Rights of access to data

3.12 Retention and disposal of data

3.13 Security Incidents

4. Roles and Responsibilities
5. Compliance

6. Risk Management

7. References

8. Definitions

9. Review

February 2026

© OV vV u b b W W

e S
w W N B O O

14

15

15

16

16

18



1. Overview

The purpose of this policy is to ensure that the School is committed to compliance with all relevant data
protection laws in respect of personal data and to protecting the “rights and freedoms” of individuals
whose information is collected. To that end, the School has developed, implemented, maintains and
continuously improves data protection policies and procedures.

2. Scope and Applicability

The School is a data controller and a data processor under the UK General Data Protection Regulation (UK
GDPR). The UK regulator for Data Privacy is the Information Commissioner’s Office (ICO).

This policy applies to all School staff including temporary staff and contractors. Compliance with data
protection legislation is the responsibility of all members of the School who process personal information.
Therefore, this procedure applies to all personal data processed by the school.

3. General Policy

3.1 Objectives

The School is committed to complying with data protection legislation and good practice including:

® Processing personal information only where this is strictly necessary for legitimate purposes

e Collecting only the minimum personal information required for these purposes and not processing

excessive personal information

® Providing clear information to individuals about how their personal information will be used and by
whom
Only processing relevant and adequate personal information
Processing personal information fairly and lawfully
Maintaining an inventory of the categories of personal information processed by the School
Keeping personal information accurate and, where necessary, up to date

Retaining personal information only for as long as is necessary for legal or regulatory reasons or, for
legitimate purposes
e Respecting individuals’ rights in relation to their personal information, including their right of
subject access
Keeping all personal information secure
Only transferring personal information outside the United Kingdom in circumstances where it can
be adequately protected
e The application of the various exemptions allowable by data protection legislation

3.2 ICO Registration

o The School has notified the ICO that it is a data controller and that it processes certain information
about data subjects. The School has identified all the personal data that it processes and this is
contained in the Information Asset Register (IAR)
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o A copy of the ICO Registration is retained by the Head Teacher and is available to view on the ICO
website
The ICO registration is renewed annually
The School’s nominated person is responsible, each year, for reviewing the details of registration, in
the light of any changes to the School’s size or structure

3.3 Introduction to the UK GDPR

The Data Protection Act 2018 is a United Kingdom Act of Parliament which updates data protection laws
in the UK and supersedes the Data Protection Act 1998. It is a national law which sits alongside the UK
GDPR which from 1st January 2021 replaces the European Union's General Data Protection Regulation
due to the UK’s exit from the European Union.

The purpose of the UK GDPR is to protect the “rights and freedoms” of living individuals, to ensure that
personal data is not processed without their knowledge and that it is processed lawfully.

3.4 Data Protection Principles

All processing of personal data must be done in accordance with the following data protection principles
of the UK GDPR. The School’s policies and procedures are designed to ensure compliance with them.

Personal data must be processed lawfully, fairly and transparently

The UK GDPR stipulates the requirement for transparency whereby the controller has transparent and
easily accessible policies relating to the processing of personal data and the exercise of individuals’ “rights
and freedoms”. Information must be communicated to the data subject in an intelligible form using clear
and plain language commonly in the form of a privacy notice.

r u

The specific information that must be provided to the data subject must as a minimum include:

The contact details of the School

The contact details of the DPO

The purposes of the processing for which the personal data are intended as well as the legal basis
for the processing

Who the personal data will be shared with

The period for which the personal data will be stored

The existence of the data subject rights

The categories of personal data concerned

Is the data transferred out of the UK

Any further information necessary to guarantee fair processing

O

o O O O O O

Personal data can only be collected for specified, explicit and legitimate purposes

o Data obtained for specified purposes must not be used for a purpose that differs from those
documented in the Information Asset Register (IAR) and stipulated in the Privacy Notice.
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Personal data must be adequate, relevant and limited to what is necessary for processing

o The School is responsible for ensuring that information, which is not strictly necessary for the
purpose for which it is obtained, is not collected.

o All data collection forms (electronic or paper-based), including data collection requirements in new
information systems, must be approved by the School.

o The School will review data collection methods on a regular basis to ensure that collected data
continues to be adequate, relevant and not excessive.

o If data is given or obtained that is excessive or not specifically required by the School’s documented
procedures, the School’s nominated contact is responsible for ensuring that it is securely deleted or
destroyed in line with the School’s retention schedule.

Personal data must be accurate and kept up to date

o Personal Data that is processed must be reviewed and updated as necessary. No data should be
retained unless it is reasonable to assume that it is accurate.

o The Head Teacher is responsible for ensuring that all staff members are trained in the importance
of collecting accurate data and maintaining it.

o ltis also the responsibility of individuals to ensure that data held by the School is accurate and
up-to-date. Completion of an appropriate registration or application form etc. will be taken as an
indication that the data contained therein is accurate at the date of submission.

o Data subjects should notify the School of any changes in circumstance to enable personal records
to be updated accordingly. It is the responsibility of the School to ensure that any notification
regarding change of circumstances is noted and acted upon within 1 month.

o The School is responsible for ensuring that appropriate additional steps are taken to keep personal
data accurate and up to date, taking into account the volume of data collected, the speed with
which it might change and any other relevant factors.

o The School’s nominated contact will review all the personal data maintained by the School on a
regular basis, by reference to the IAR, and will identify any data that is no longer required in the
context of the registered purpose and will arrange to have that data securely deleted/destroyed in
line with School’s data retention schedule.

o The School’s nominated contact is responsible for making appropriate arrangements that, where
third party organisations may have been passed inaccurate or out-of-date personal information, for
information about them that the information is inaccurate and/or out-of-date is not to be used to
inform decisions about the individuals concerned and for passing any correction to the personal
information to the third party required.

Personal data must be kept in a form such that the data subject can be identified only as long as is
necessary for processing

o Where personal data is retained beyond the processing date, it will be held securely in order to
protect the identity of the data subject in the event of a data breach.

o Personal data will be retained in line with the School’s Records Retention Schedule and, once its
retention date is passed, it must be securely destroyed as set out in this procedure.
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Personal data must be processed in a manner that ensures its security

Appropriate technical and organisational measures shall be taken against unauthorised or unlawful
processing of personal data and against accidental loss or destruction of, or damage to, personal data.

These controls have been selected on the basis of identified risks to personal data, and the potential for
damage or distress to individuals whose data is being processed. Data held by the School is secure,
controlled and managed. The School’s systems and network are regularly independently tested.

Security controls may be subject to audit and review by independent auditors.

The controller shall be responsible for, and be able to demonstrate compliance with accountability

The UK GDPR introduces the principle of accountability which states that the controller is not only
responsible for ensuring compliance but for demonstrating that each processing operation complies with
the requirements of the UK GDPR.

Specifically, controllers are required to maintain necessary documentation of all processing operations,
implement appropriate security measures, perform DPIAs, comply with requirements for prior
notifications, or approval from the ICO and appoint a DPO.

3.5 External Data Transfers

Personal data shall not be transferred to a country or territory outside the United Kingdom unless that
country or territory ensures an adequate level of protection for the ‘rights and freedoms’ of data subjects
in relation to the processing of personal data.

The transfer of personal data outside of the United Kingdom is prohibited unless one or more of the
specified safeguards or exceptions apply.

3.6 Safeguards

An assessment of the adequacy by the data controller taking into account the following factors:

The nature of the information being transferred
The country or territory of the origin, and final destination, of the information
How the information will be used and for how long

O O O O

The laws and practices of the country of the transferee, including relevant codes of practice and
international obligations
o The security measures that are to be taken as regards the data in the overseas location

3.7 Data subjects’ rights

Data subjects have the following rights regarding personal data that is recorded about them:
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The right to be informed

The right of access

The right to rectification

The right to erasure

The right to restrict processing
The right to data portability
The right to object

o O 0O O O O O

3.8 Complaints

Data Subjects who wish to complain to the School about how their personal information has been
processed may lodge their complaint with the School.

If Data Subjects are not satisfied with the outcome of their complaint or the way in which it has been
handled, they may also complain directly to the ICO.

3.9 Consent

The School understands ‘consent’ to mean that it has been explicitly and freely given, specific, informed
and unambiguous indication of the data subject’s wishes by which he or she by statement, or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or her. The
consent of the data subject can be withdrawn at any time.

The School understands ‘consent’ to mean that the data subject has been fully informed of the intended
processing and has signified their agreement, while in a fit state of mind to do so and without pressure
being exerted upon them. Consent obtained under duress or on the basis of misleading information will
not be a valid basis for processing. There must be active communication between the parties which
demonstrate active consent. Consent cannot be inferred from non-response to a communication. For
special category data, explicit written consent of data subjects must be obtained unless an alternative
legitimate basis for processing exists.

In most instances consent to process personal and special category data is obtained routinely by the
School using standard consent documents e.g. when a new member of staff signs a contract of
employment, or during induction for participants on programmes.

Where the School provides online services to children, parental, or custodial authorisation must be
obtained. This requirement applies to children under the age of 13.

3.10 Security of data

All Staff are responsible for ensuring that any personal data which the School holds and for which they are
responsible, is kept securely and is not under any condition disclosed to any third party unless that third
party has been specifically authorised by the School to receive that information and has entered into a
confidentiality agreement.
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Any third parties working with or for the School, and who have or may have access to personal
information, will be expected to have read, understood and to comply with this policy. No third party may
access personal data held by the School without having first entered into an agreement which imposes on
the third party obligations no less onerous than those to which the School is committed and which gives
the School the right to audit compliance with the agreement.

All personal data should be accessible only to those who need to use it. The School will form a judgment
based upon the sensitivity and value of the information in question, but personal data must be kept:

In a locked room with controlled access
In a locked drawer or filing cabinet
If computerised, password protected

O O O O

Encrypted if stored on mobile/removable devices

Care must be taken to ensure that PC screens and terminals are not visible except to authorised members
of staff of the School.

Manual records are not to be left where they can be accessed by unauthorised personnel and may not be
removed from School premises without explicit authorisation.

Personal data will only be deleted or disposed of in line with the School’s Retention Policy. Manual records
that have reached their retention date are to be shredded and disposed of as ‘confidential waste’. Storage
drives of redundant PCs and mobile devices are to be removed and immediately securely destroyed.

Processing of personal data ‘off-site’ presents a potentially greater risk of loss, theft or damage to
personal data. Staff must be specifically authorised to process data off-site and appropriate security
controls implemented.

Security controls may include:

Data encryption

Password or PIN protected data

Secure storage device

Secure remote access to the data

Not working in an environment that is not secure or safe such as an internet cafe

O O O O O O

Not keeping laptops or paper records overnight in a vehicle

3.11 Rights of access to data

Data subjects have the right to access any personal data (i.e. data about them) which is held by the School
in electronic format and manual records which form part of a relevant filing system. This includes the right
to inspect confidential personal references received by the School, and information obtained from third
parties about that person. SARs are dealt with as described in the SAR Procedure.

Disclosure of
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The School must ensure that personal data is not disclosed to unauthorised third parties which includes
family members, friends, government bodies, and in certain circumstances, the Police. All staff should
exercise caution when asked to disclose personal data held on another individual to a third party. It is
important to bear in mind whether or not disclosure of the information is relevant to, and necessary for,
the conduct of the School’s business.

All requests to provide data for one of these reasons must be supported by appropriate paperwork and all
such disclosures must be specifically authorised by the DPO. The regulations allow for some exemptions.
These too should be discussed with the DPO.

3.12 Retention and disposal of data

Personal data may not be retained for longer than it is required. Once a member of staff has left the
School, it may not be necessary to retain all the information held on them. Some data will be kept for
longer periods than others. The School’s Retention Policy will apply in all cases.

Disposal of records
Personal data must be disposed of in a way that protects the “rights and freedoms” of data subjects (e.g.
shredding, disposal as confidential waste, secure electronic deletion).

3.13 Security Incidents

The School is required to have internal breach reporting procedures in place as well as external breach
reporting procedures. These are detailed in the Schools Security Incident Procedures.

All security incidents are recorded by the school and all staff have been trained to recognise both a
security incident and a personal data breach.

The School notifies the DPO of all incidents as soon as practical after the incident has been discovered.

When a personal data breach has occurred, the School in conjunction with the DPO will establish the
likelihood and severity of the resulting risk to individual’s rights and freedoms. If there is likely that there
will be a risk, the ICO must be notified. The DPO will report serious data breaches within 72 hours of the
incident to the ICO.

The UK GDPR states “A personal data breach may, if not addressed in an appropriate and timely manner,
result in physical, material or non-material damage to natural persons such as loss of control over their
personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss,
unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data
protected by professional secrecy or any other significant economic or social disadvantage to the natural
person concerned.”

Any serious breach of data protection legislation will be dealt with under the School’s disciplinary policy
and may also be a criminal offence, in which case the matter will be reported to the ICO or Police.
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4. Roles and Responsibilities

o

The Head Teacher and all those throughout the School who are responsible for developing and
encouraging good information handling practices.

The Data Protection Officer (DPO), a role specified in the UK GDPR, is accountable for ensuring that
compliance with data protection legislation and good practice can be demonstrated.

This accountability includes:

1.
2.

Development and implementation of the UK GDPR as required by this policy; and
Security and risk management in relation to compliance with the policy.

The School’s nominated person has been appointed to take responsibility for the School’s
compliance with this policy on a day-to-day basis and, in particular, has direct responsibility for
ensuring that the School complies with the UK GDPR, as do staff in respect of data processing that
takes place within their area of responsibility.

The School’s nominated person has specific responsibilities in respect of procedures such as the
Subject Access Request (SAR) Procedure and is the first point of call for staff seeking clarification on
any aspect of data protection compliance before contacting the Head Teacher.

The School’s nominated person will be the conduit between the School and the DPO for security
incident reporting.

The School will ensure appropriate data protection training is provided for all staff.

Staff are responsible for ensuring that any personal data supplied by them, and that is about them,
to the School is accurate and up-to-date.

5. Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.

Non compliance with this and other policies may be subject to disciplinary action, up to and including

dismissal.

6. Risk Management

Risk management for the School is set out in the Risk Register.

7. References

None

8. Definitions

SAR - Subject Access Request
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UK GDPR - The UK General Data Protection regulation

ICO - Information Commissioner's Office

Personal data — any information relating to an identified or identifiable natural person ('data subject'); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of
that natural person.

Special categories of personal data — personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade-union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation.

Data controller — the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of personal data; where the purposes
and means of such processing are determined by UK law, the controller or the specific criteria for its
nomination may be provided for by UK law. The School is a data controller.

Data Subject — any living individual who is the subject of personal data held by an organisation.

Processing — any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction.

Personal data breach — a breach of security leading to the accidental, or unlawful, destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed. There is an obligation on the controller to report personal data breaches to the supervisory
authority and where the breach is likely to adversely affect the personal data or privacy of the data
subject.

Data subject consent - means any freely given, specific, informed and unambiguous indication of the data
subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to
the processing of personal data.

Child — The UK GDPR does not define the age at which a person is considered to be a child. The
processing of personal data of a child under 13 years of age in relation to online services is only lawful if
parental or guardian consent has been obtained.
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Third party — a natural or legal person, public authority, agency or body other than the data subject,
controller, processor and persons who, under the direct authority of the controller or processor, are
authorised to process personal data.

Filing system — any structured set of personal data which are accessible according to specific criteria,
whether centralised, decentralised or dispersed on a functional or geographical basis.

9.0 Review

This policy in conjunction with the policies that follow pertaining to GDPR will be reviewed and updated
on a regular basis, not to exceed 24 months.
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1. Overview

The UK General Data Protection Regulation (UK GDPR) states that personal data should be kept in a form
which permits identification of data subjects for no longer than is necessary for the purposes for which
the personal data are processed.

Section 46 of the Freedom of Information Act 2000 requires schools, as public authorities, to follow a
Code of Practice on managing their records. Under section 7 of the Code of Practice on the Management
of Records, it states that “Authorities should have in place a records management policy”.

The School recognises and understands that the efficient management of its data and records is necessary
to support its core school functions, to comply with its legal, statutory and regulatory obligations, to
ensure the protection of personal information and to enable the effective management of the School.

This policy and related documents meet the standards and expectations set out by contractual and legal
requirements and have been developed to meet the best practices of school records management, with
the direct aim of ensuring a robust and structured approach to document control and systems.

2. Scope and Applicability

The School uses numerous systems and computers as well as paper based records, all of which are within
the scope of this procedure. Records are defined as all those documents that are carried out by the school
and which are thereafter retained for a certain period to provide evidence of transactions and
activities.Records may be created, received or maintained in hard copy or electronic format e.g paper
documents, scanned documents, e-mails, spreadsheets, Word documents, presentations etc.

This policy applies to all records created, received or maintained by all School employees including
permanent, temporary staff, contractors, consultants or third parties acting on behalf of the School.

3. General Policy

3.1 Retention schedule

The required retention periods are detailed by category in the ROPA (Record of Processing Activities under
Article 30) including

Categories of recipients

Link to contract with processor

Names of third countries or international organisations that personal data are transferred to
Retention Schedule

General Description of technical and organisational security measures

Data Protection impact assessments
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3.2 Information Asset Register

The School holds and maintains an Information Asset Register(IAR). This records:

o The information retained

The legal basis for holding the data

The type of information ie personal information, special category data
Where the information is held

The “owners” of the data

Who the data is shared with

The retention period

O O O O O O

The IAR allows the school to manage the information that is held which includes information created,
held, received and in use. This document enables the School to identify the personal information it
creates and stores to facilitate correct management under the Data Protection Act (DPA)2018, the UK
General Data Protection Regulation(UK GDPR) and the Freedom of Information Act 2000.

3.3 Guidelines and Procedures

The School manages records efficiently and systematically, in a manner consistent with the UK GDPR
requirements.

Records will be created, maintained and retained in order to provide information about, and evidence of
the School’s transactions, customers, employment and activities. The retention schedule will govern the
period that records will be retained.

It is our intention to ensure that all records and the information contained therein is:
® Accurate - records are always reviewed to ensure that they are a full and accurate representation of
the transactions, activities or practices that they document

® Accessible - records are always made available and accessible when required (with additional
security permissions for select staff where applicable to the document content)

e Complete - records have the content, context and structure required to allow the reconstruction of
the activities, practices and transactions that they document

e Compliant - records always comply with any record keeping legal and regulatory requirements

e Monitored — staff, School and system compliance with this Data Retention Procedure is regularly
monitored to ensure that the objectives and principles are being complied with at all times and that
all legal and regulatory requirements are being adhered to.

3.4 Destruction and Disposal of Records and Data

All information of a confidential or sensitive nature on paper, card, microfiche or electronic media must be
securely destroyed when it is no longer required. This ensures compliance with Data Protection laws and
the duty of confidentiality owed to data subjects.

February 2026



The School is committed to the secure and safe disposal of any confidential waste and information assets
in accordance with our contractual and legal obligations and that is done so in an ethical and compliant
manner. We confirm that our approach and procedures comply with the laws and provisions made in the
UK GDPR and that staff are trained and advised accordingly on the procedures and controls in place.

3.5 Right to Erasure

In specific circumstances, data subjects have the right to request that their personal data is erased,
however the School recognises that this is not an absolute ‘right to be forgotten’. Data subjects only have
a right to have personal data erased and to prevent processing if one of the below conditions applies: -
o Where the personal data is no longer necessary in relation to the purpose for which it was
originally collected/processed

o When the individual withdraws consent

o When the individual objects to the processing and there is no overriding legitimate interest for
continuing the processing

o The personal data was unlawfully processed
o The personal data must be erased in order to comply with a legal obligation
o The personal data is processed in relation to the offer of information society services to a child

Where one of the above conditions applies and the School received a request to erase data, there must be
a check to ensure that no other legal obligation or legitimate interest applies. If the data subject has the
right to have their data erased, this is carried out by the School’s nominated person in conjunction with
the person responsible for IT to ensure that all data relating to that individual has been erased.

These measures enable the School to comply with a data subjects’ right to erasure, whereby an individual
can request the deletion or removal of personal data where there is no compelling reason for its
continued processing. Whilst standard procedures remove data that is no longer necessary, the School
follows a dedicated process for erasure requests to ensure that all rights are complied with and that no
data has been retained for longer than is needed.

3.6 School Archives

The School archive is maintained as a resource to help inspire and equip current staff and pupils to
understand and appreciate issues of identity, belonging and shared heritage to prompt memories of
school-life among many generations and to serve as a research resource for all interested in the School
and the community it serves.

4. Roles and Responsibilities

The governing body has the statutory responsibility to maintain the School records and record keeping
systems although the head takes day to day responsibility.

The Schools UK GDPR lead person will give guidance on good records management practice and will refer
to the Schools Data Protection Officer (DPO) when required.
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5. Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.

Non compliance with this and other School policies may be subject to disciplinary action, up to and
including dismissal.

6. Risk Management

Risk management for the School is set out in the Risk Register.

7. References

None

8. Definitions

SAR - Subject Access Request

UK GDPR - The UK General Data Protection Regulation
ICO - Information Commissioner's Office

DPA - Data Protection Act

IAR - Information Asset Register

9. Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.
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1. Introduction

As part of the school’s public function as an education provider, we process Special Category and Criminal
Offence data in accordance with Article 9 of the UK General Data Protection Regulation (UK GDPR) and
Schedule 1 of the Data Protection Act (2018) (DPA).

Schedule 1 Part 4 of the DPA requires us to have in place this document, called an ‘Appropriate Policy’, when
we rely on certain conditions for processing Special Category and Criminal Offence data. This policy will tell
you what Special Category or Criminal Offence data we process, our lawful basis (schedule 1 condition in the
DPA) for processing it, the purposes for which we process it, and how we ensure compliance with the
principles of data protection law provided in Article 5 of the UK GDPR.

We will also tell you how long we will hold the Special Category and Criminal Offence data. Some of the
information is already held in other documents on the school website.

2. Description of the data processed

We process the following types of Special Category and Criminal Offence data

o Health and disability

o Religious/philosophical belief
o Ethnic/racial background

o Sexual life/sexual orientation
o Political opinions

o Trade Union membership

o Biometric data

o Criminal offence data (CCTV)

These are documented in the Information Asset Register (IAR).

3. Special Category and Criminal Offence Datasets

The following datasets are processed if the data subject has given explicit consent.

COVID Medical Data

Governors Disciplinary Documents
Safeguarding Data

SEN Data

Staff Medical Records

Staff Cultural Data

Student Cultural Data

Student Medical Records
Student/Staff Biometric Data

Staff Criminal Offence Data

Student Criminal Offence Data
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Where consent is not appropriate, one of the following conditions will be used.

Employment and social protection (Schedule 1 Part 1 para 1)

where the school needs to process Special Category and Criminal Offence data for the purposes of
performing its obligations or rights as an employer, or for guaranteeing the social protection of individuals.

Health or social care purposes (Schedule 1 Part 1 para 2)

Where the school needs to process Special Category data for the purposes of the health protection of
individuals.

Public health (Schedule 1 Part 1 para 3)

where the school needs to process Special Category data for the purposes of public interest in the area of
public health.

The following substantial public interest conditions are used:

Equality of opportunity (Schedule 1 Part 2 para 8)

Where the school needs to process Special Category for the purposes of monitoring equality of opportunity
or treatment between groups of people specified in relation to that category with a view to enabling such
equality to be promoted or maintained.

Support for individuals with a particular disability or medical condition (Schedule 1 Part 2
para 16)

where the school needs to process Special Category for the provision of services and support to individuals.

Consent is not sought as this information is required for effective teaching and learning.

Safeguarding (Schedule 1 Part 2 para 18)

where the school needs to process Special Category and Criminal Offence data in order to protect the
physical, mental or emotional well-being of an individual under the age of 18, or over the age of 18 and at
risk, only where, in the circumstances, consent cannot be given by the data subject, cannot be reasonably
obtained from the data subject, or where the processing must be carried out without the consent of the
data subject because obtaining the data subject’s consent would prejudice the provision of the protection,
and is necessary for reasons of substantial public interest.

For further information on special category and criminal offence data sets, please refer to Appendix 1 and
Appendix 2.
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4. How we comply with the data protection principles in Article 5 of
the UK GDPR

Article 5(2) of the UK GDPR requires Data Controllers to demonstrate how they comply with the data
protection principles provided in Article 5(1). This section illustrates the measures we have taken to
demonstrate accountability for the personal data we process, and contains details about how we ensure
compliance with the principles of the UK GDPR.

4.1 Accountability
We demonstrate our compliance with the data protection principles provided in Article 5 of the UK GDPR

through the following measures and documents:

We have appointed a Data Protection Officer whose role and responsibilities align with the provisions of
Articles 37-39 of the UK GDPR.

Our Information Asset Register (IAR) sets out the personal data categories we process, the purposes, the
lawful basis, our retention periods for the data, our legitimate interests, Schedule 1 conditions for
processing, recipients of personal data, any international transfers of data and our means of keeping data
secure.

Our Privacy Notices explain to individuals how and why their data is processed by the school, what their
rights are, and how they can contact our DPO and the ICO.

When we routinely and/or regularly share data with third parties, we enter into written agreements with
Data Controllers and Data Processors which meet the provisions of Articles 26 and 28 of the UK GDPR
respectively.

When we make decisions on whether to share data with third parties on an occasional or one-off basis, we
do so in accordance with our Data Protection Policy.

We carry out Data Protection Impact Assessments (DPIA) for uses of personal data that are likely to result in
a risk to individuals’ data protection rights and freedoms.

We implement appropriate security measures which are proportionate to the risk associated with the
processing.

We have Data Protection policies and procedures which are available upon request.

4.2 Lawful, fair and transparent processing

We provide clear and transparent information to individuals about why we process their personal data,
including our lawful basis in our Privacy Notices. This includes information about why we process Special
Category and Criminal Offence data.

We need to process Special Category Data for the substantial public interest conditions outlined in section 3
of this policy to meet the requirements of current legislation.

We process employment data to meet our legal obligations as an employer.

4.3 Purpose limitation

We process Special Category and Criminal Offence data where it is necessary to meet the following
purposes.
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o Equal opportunities monitoring, including statutory returns

o Certain work placements or casual work opportunities

o Supporting special arrangements, such as building access plans, study inclusion plans, and mitigating
circumstances applications

o Providing individuals with appropriate support in a counseling session

o To allow us to fully investigate a complaint or grievance

o To understand dietary requirements based on health or belief

o Recording sickness absence

o Complying with health and safety obligations

o Where processing is necessary to respond to an emergency situation

o To fully process job applications

o For the prevention and detection of unlawful acts (e.g. incidents captured on CCTV)

o To verify the good character, competence and integrity of all staff and Governors/Trustees

We will not process any personal data for purposes which would be incompatible with the purpose for which
the data was originally collected.

4.4 Data minimisation

We design our data collection forms and other data collection tools to ensure that we only collect the
Special Category or Criminal Offence data necessary to achieve the purpose. Our purposes are set out in our
Privacy Notices.

Where we operate systems which cannot control the volume of Special Category and Criminal Offence data
collected (i.e. CCTV) we take measures to minimise the volume of data processed. We only monitor public
spaces with the minimum number of cameras needed to cover the area, and we operate a short retention
period of 30 days from the date the footage is recorded.

We are satisfied that we collect and retain Special Category and Criminal Offence data for long enough to
fulfil our purposes. We collect enough but no more than we need in accordance with the data minimisation
principle, and we only hold Special Category and Criminal Offence data for the period set out in our
retention policies.

Our retention schedule sets out the correct disposal action once records containing Special Category and
Criminal Offence data are no longer required.

4.5 Accuracy

When we identify data which is inaccurate or out of date, having due regard for the purpose for which the
data was processed, we will take necessary steps to update, replace or erase it as soon as possible and
within one month. If there is a specific reason we cannot rectify or erase the data, for instance because the
lawful basis does not permit it, we will record the decision.

We provide interfaces for staff and students to keep their personal data up to date, as well as issuing regular
reminders to update or provide equalities monitoring data.

4.6 Storage limitation

Special Category and Criminal Offence data processed by us, will be retained for the periods set out in our
retention schedule. The retention periods are determined by our legal and regulatory obligations, and our
organisational requirements. We regularly review our information and erase or anonymise when required.
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The retention schedule is available to view upon request.

4.7 Security

We analyse risks presented by our processing and use this to assess the appropriate level of security we
require for this data.

Data is held securely in line with our Data Protection Policy and our other policies and procedures which
further detail out technical measures and controls. These documents are regularly reviewed and available
upon request.

5. Retention and erasure policies

Our retention period and disposal actions for records containing Special Category and Criminal Offence Data
is available upon request.

6. Appropriate Policy review date

This policy will be retained for the duration of the processing, and for a minimum of 6 months thereafter.

The policy will be reviewed every 24 months or revised more frequently if necessary.

7. Additional Special Category and Criminal Offence data

We also process Special Category Data and Criminal Offence Data where an Appropriate Policy Document is
not required e.g. for archival, research and statistical purposes. In these circumstances we will respect the
rights and interest of our data subjects by informing them about the processing in our Privacy Notices.
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Appendix 1

Special Special Substantial
Category Category Condition Public Interest | Rationale and legal requirements
Data Set Data Conditions
Public health with Statutory duty to report COVID to
COvID D Health N/A
© ata ealt a basis in law / Director of Public Health Agency
Governors Trade Union | Employment,
Disciplinary Membershi | social security and | N/A Trade Union Act 2016
Documents p social protection
In the public interest to safeguard
children.
Reasons of Safeguarding of Keeping chl.ldren safe in education
. . . . Statutory guidance for schools and
Safeguarding substantial public | children and "« .
Health ) . s colleges March 2015”; “Working
Data interest with a individuals at .
. . together to safeguard children. A
basis in law risk X . .
guide to inter-agency working to
safeguard and promote the welfare
of children March 2015”
Support for
Reasons of individuals with .
substantial oublic | a particular In the Public Interest to support
SEN Data Health ) . P ‘p . children with special needs.
interest with a disability or o .
. ) Limitation Act 1980 (Section 2)
basis in law medical
condition
. Employment, .
Staff Medical Health social security and | N/A Equality ACt. 2010
Data . . HMRC requirements for employers
social protection
E lity Act 201
Reasons of Equality of quality Act 2010
Staff Cultural | Ethnicity, substantial public 9 y .
.. . . opportunity or
Data Religion interest with a
L treatment
basis in law
. Equality Act 2010
E E
Student Ethnicity, 5222?;?:2:3:? and oqu?)lrl'::ljr?ifc or Education Act 2011
Cultural Data | Religion . y PP 4 Public Sector Equality Duty April
social protection treatment
2011
R f f i f
easons.o . Sa.eguardmg ° The Education (Student
Student substantial public | children and . .
Medical Data Health interest with a individuals at Information) (England) Regulations
L . 2005 SI 2005 No 1437
basis in law risk
Student/Staff
Biometric Biometric Explicit consent N/A N/A
Data
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Appendix 2

Criminal Offence
Data Set

Schedule 1 DPA 2018
Condition

Rationale and legal requirements

Staff Data

1. Employment, social security
and social protection

Employment Law

Student Data

18. Safeguarding of children and
individuals at risk

In the public interest to safeguard children.
“Keeping children safe in education Statutory
guidance for schools and colleges March
2015”; “Working together to safeguard
children. A guide to inter-agency working to
safeguard and promote the welfare of
children March 2015”
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1. Overview

The purpose of this policy is to ensure that the school complies with the regulatory requirements, in
particular, the Data Protection Act 2018 (DPA) when using a closed-circuit television (CCTV) system at the
school.

The system comprises a number of cameras located around the school site. Cameras are situated both
internally and externally. All cameras can be monitored from a range of authorised devices including PCs
and from authorised mobile phones via secure sign on.

2. Scope and Applicability

This policy applies to the entire CCTV system which includes cameras situated internally and externally. It
also includes the monitoring of the system.

3. General Policy

The school will treat the system and all information, documents and recordings obtained and used, as
data which is protected by the DPA.

The system installed is compliant with the DPA, Human Rights Act and Regulatory Investigation Powers Act
(RIPA).

Cameras will be used to monitor activities within the school and its car parks and other public areas to
identify criminal activity actually occurring, anticipated, or perceived, and for the purpose of securing the
safety and wellbeing of the school and its staff, students and visitors.

3.1 Storage and retention of CCTV images

Recorded data will not be retained for longer than is necessary. While retained, the integrity of the
recordings will be maintained to ensure their value as evidence and to protect the rights of the people
whose images have been recorded. All retained data will be stored securely, using on site systems. Data
may also be held in online storage platforms for backup purposes.

The data is stored on a rolling 30 day basis. Following this retention period, the data is securely
destroyed.

Regular audits are conducted to ensure that all cameras are operating correctly and that footage is clear.

3.2 Access to CCTV images

Access to recorded images will be restricted to those staff authorised to view them, and will not be made
more widely available. If a staff member without authorisation is found to be accessing the equipment or
footage, this may lead to disciplinary action being taken.
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3.3 Subject access requests (SAR)

Individuals have the right to request access to CCTV footage relating to themselves under the DPA.

All such requests should be directed to the Data protection Lead and processed in line with the subject
access request procedure. Individuals submitting requests for access will be asked to provide sufficient
information to enable the relevant footage to be identified. For example, date, time and location.

In line with data protection regulations, the school will respond to requests within a month of receipt
unless there are extenuating circumstances in which case a further two months extension may be
required.

The school reserves the right to refuse access to CCTV footage where this would prejudice the legal rights
of other individuals or jeopardise an on-going investigation.

The following categories of staff have access to CCTV footage:
Senior Leaders
Office Administrative staff

Site Supervisor

3.4 Access to and disclosure of images to third parties

There will be no disclosure of recorded data to third parties other than to authorised personnel such as
the police and service providers to the school where they would reasonably require access to the data
(e.g. investigators).

Requests from police and other professional services should be made to the Head Teacher.

CCTV data may be used within the school’s disciplinary and grievance procedures as required, and will be
subject to the usual confidentiality requirements of those procedures.

Information from CCTV will not be used for any commercial purpose. Information transferred to DVD (or

other appropriate media) will only be used for the investigation of a specific crime or incident. Release to
the media will only be permitted with the written authority of the police if this was required as part of a

police investigation.

3.5 Signage

The school will erect signs to ensure individuals are aware that they are in an area where camera
surveillance is in operation.

The signs will be clear, visible, readable and will contain the contact details for the school as well as the
purpose for using a surveillance system.
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3.6 Complaints

Complaints and enquiries regarding the operation of CCTV on the school site should be directed to the
Head Teacher in the first instance. Any such complaints will be dealt with under the terms of the school’s
complaints policy.

3.7 Other relevant school policies

Other relevant school policies include the Data Protection Policy, Subject Access Policy and the Data
Security Policy.

3.8 Roles and Responsibilities

There must be clear responsibility and accountability for all surveillance camera system activities including
images and information collected, held, recorded and used and to whom it may be disclosed.

As Data Controller, the school is both legally responsible and accountable for the control of onsite CCTV.
As such the school will allocate an individual for this task.

Therefore the Head will take ultimate responsibility for the CCTV. However, the Site Supervisor has day to
day responsibility for the CCTV system.

4.0 Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.

Non compliance with this and other policies may be subject to disciplinary action, up to and including
dismissal.

5.0 Risk Management

Risk management for the School is set out in the Risk Register.

6.0 References

Further information on CCTV and its use is available as follows:

o In the picture: A data protection code of practice for surveillance cameras and personal

information
WWwWWw.ico.org.uk
RIPA 2000

DPA 2018

PFA 2012

O O O O
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https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
http://www.ico.org.uk/

7.0 Definitions

CCTV - Closed Circuit Television

SAR - Subject Access Request

DPA - Data Protection Act 2018

RIPA - Regulation of Investigatory Powers Act 2000
PFA - Protection of Freedoms Act 2012

8.0 Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.
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1.0 Overview

Data Protection Impact Assessment (DPIA) is the term the UK General Data Protection Regulation (UK
GDPR) utilises for the risk based approach and pre-assessment for high risk processing.

DPIAs are a requirement of the UK GDPR and a tool that can assist those with data protection obligations
in identifying risks associated with data processing and posed to data subjects. It enables a pre-emptive
approach to assess the risks and apply corrective actions and mitigating controls before a breach occurs.

The overall aim of a DPIA is to apply solutions and mitigating actions where a processing activity is
deemed likely to cause a high risk to one or more individuals. Action to mitigate risks are subsequently
documented and implemented. If appropriate, mitigating actions are reassessed to ensure that the
risk(s) has been eliminated or reduced to an acceptable level. The overall scope of the risk solutions is to

either: -
o Transfer the risk to another party
o Tolerate the risk by acceptance
o Terminate the risk by not proceeding with the proposed change
o Treat the risk by implementing solutions to reduce likelihood or impact

Where a DPIA indicates that the processing involved will or is likely to, result in a high risk to an individual
and it is not possible to mitigate the risk with appropriate measures or controls, the DPO will consult the
Information Commissioner’s Office (ICO) prior to the processing taking place.

2.0 Scope and Applicability

The School will give consideration for the need of a DPIA at the start of all new projects. This will form
part of the planning and development process.

3.0 General Policy

Individuals have an expectation that their privacy and confidentiality will be upheld and respected whilst
their data is being stored and processed by the School or any 3™ parties on behalf of the School. Where
risks of processing are high, the School employs the use of DPIAs to assess the risk, the impact and the
likelihood, and to document the origin, nature, and severity of that risk, along with the processing
purpose, reasons and mitigating measures and/or proposed solutions.

3.1 Identify if a DPIA is required

A DPIA is required whenever processing is likely to result in a high risk to the rights and freedoms of
individuals. Therefore the majority of projects within the school will not require a full DPIA. However the
school’s rationale will be recorded in a log (Link - School DPIA Log).

In particular, the UK GDPR specifies that a DPIA must be conducted if the School plans to...
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https://docs.google.com/spreadsheets/d/1XWU7z8NT2dFt1C4SGO4tX8IYiNrD8UxPpm9AyRMjBtY/edit?usp=sharing

o Use systematic and extensive profiling with significant effects
o Process special category or criminal offence data on a large scale
o  Systematically monitor publicly accessible places on a large scale

The ICO also requires a DPIA if the school plans to...

o Use new technologies

o Use profiling or special category data to decide on access to services

o  Profile individuals on a large scale

o Process biometric data

o Process genetic data

o Match data or combine datasets from different sources

o Collect personal data from a source other than the individual without providing them with a privacy
notice (‘invisible processing’)

o Track individuals’ location or behaviour

o Profile children or target services at them

o Process data that might endanger the individual’s physical health or safety in the event of a security
breach

The school will utilise the following flow chart in order to determine if a DPIA is required.

DPIA - Screening Questions for Schools

START

!
v CCTV or
v( | Biometric

. .
;—N
DPIA

, /—>{ NO DPIA ‘
Will Personal N

Data be J

proc:essed'?

will c::unly,F basic Refer to

Will speclal personal data be DFD for

category data processed? e.g. first| \ guidance
name and email
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The project lead will inform the DPO of any proposed changes which may result in the requirement for a
DPIA. The project lead will provide sufficient information in order for the DPO to decide if a DPIA is
necessary.

3.2 Completing the DPIA

The School will complete the DPIA Form with as much information as possible (Link - DPIA Template). The
details required will include a description of the proposed project, its purpose and an assessment of the
risks to the rights and freedoms of data subjects.

3.3 Risk Analysis

The DPO will review the DPIA Form provided by the School to undertake a risk assessment. Privacy issues
and associated risks can be identified, judgement and reasoning will be used in order to assess both the
likelihood and impact on personal data.

Once the risks have been identified, the risk matrix below will be used to identify a risk rating based on
the impact and the likelihood of the risk occurring. This matrix provides a Red Amber Green (RAG) rating
for how severe the risk could be to the privacy of individuals and therefore the necessity of implementing
mitigating actions, or reassessing the project.

IMPACT

Moderate

Minor

Trivial

Almost
Certain

Medium

Likely Med High

Possible Low Medium Med High
Unlikely Low Medium Med High
Rare Low Medium Medium

Impact x Likelihood = Risk

o Green - Where an assessment outcome is Green, work should still be undertaken to see if the School
can develop and implement any solutions or mitigating actions that can be applied to reduce the risk
impact as far as possible. However, most green rated risks are acceptable and so focus should be
placed on those with higher ratings.

o Amber - Where an assessment outcome is Amber, mitigating actions are always proposed and
outcomes envisaged, before processing is approved. The aim is to reduce all risks down to a green
(acceptable) level, however there will be occasions when processing must take place for legal/best
interest reasons and so some processing with risks will go ahead and must be accepted into the
project. All solutions and mitigating actions must first be considered, tried and applied if possible.
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o Red - Where an assessment outcome is Red, it indicates that either or both impact and/or likelihood
scores are unacceptable and that complete solutions and mitigating actions would be required to
bring both indicators down to an acceptable level. Some processing activities will be eliminated at
this point as the impact to individuals is considered too high risk to proceed.

The outcomes will be recorded on the Schools risk register where applicable.

3.4 Evaluate DPIA

Where risks are identified, wherever possible consider action to mitigate the risk. It may not be possible
to eliminate all risks. Where the School is unable to reduce risks to an acceptable level, a decision may be
made to cancel the project. The aim is always to assess whether the impact on privacy is proportionate to
the objectives of the project and to ensure that individuals and their privacy remain the priority.

The solutions will be recorded on the School’s risk register where applicable.

The risk rating obtained in the evaluation process is used to ensure that the School is aware of any risks.

Steps which may be used to mitigate risks include...

o Changing the personal information collected to reduce the privacy level when processing
Carrying out all processing in-house to avoid transfers or data sharing

Utilising systems/technology to make the processing more accessible

Creating new procedures for areas such as retention, destruction methods, exercising rights
Developing new security measures for a specific project that align with acceptable levels of risk
Ensuring that adequate and effective data protection training is provided to staff

Publishing guidance manuals and supporting documents for use by those involved in the project
Creating new materials and website content to enable better communication with individuals
Carrying out a higher level of due diligence on any processors used for the project

Producing data sharing agreements and data processing agreement

o O O O O O O O O

Costs and benefits associated with all solutions will be reviewed to ensure that they are viable, feasible
and proportionate to the project impact. All solutions also involve a review and input from the DPO, who
will review against current data protection legislation.

3.5 DPIA Outcomes

If a high risk is identified and the School wishes to proceed with the proposed change, the ICO will be
consulted and advice should be received prior to the commencement of processing.

4.0 Roles and Responsibilities

The Head is responsible for involving the School’s data compliance lead person at the start of any new
project or major change to the School which involves personal data.

5.0 Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.
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Non compliance with this and other School policies may be subject to disciplinary action, up to and
including dismissal.

6.0 Risk Management

Risk management for the School is set out in the Risk Register.

7.0 References

None

8.0 Definitions

DPIA - Data Protection Impact Assessment

UK GDPR - The UK General Data Protection Regulation
ICO - Information Commissioner's Office

RAG - Red Amber Green

9.0 Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.
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1. Overview

The School maintains a robust and structured program for data compliance and monitoring. However, not
all risks can be completely mitigated and security incidents may occur from time to time despite best
endeavours.

The protection and security of the data that is processed by the School, including personal information, is
of paramount importance to the School. Data specific controls and protocols have been developed for
any breaches involving confidential information and personal data.

The purpose of this document is to describe the School’s policy and procedure for data security incidents
including the recording and reporting of personal data breaches.

2.0 Scope and Applicability

This procedure applies to all security incidents that occur within the school environment. This extends to
remote working. Security incidents which occur in any of the Schools Processors are also included within
this procedure.

All staff have a responsibility to identify and record any security incidents relating to the potential loss of
School data. Therefore, this procedure is applicable to all staff involved with the running of the school
including employees, contractors and agency staff.

The School's definition of a security incident for the purposes of this procedure is any breach of security,
lack of controls, system or human failure, error or issue that leads to, or results in, the destruction, loss,
alteration, unauthorized disclosure of, or access to data.

3.0 General Procedure

The School captures all security incidents as it allows the School to understand areas of weakness and
highlights changes that should be made to policies and procedures to ensure effectiveness.

Any security incidents that are found to include personal data must be treated in accordance with this
procedure and the UK GDPR.

3.1 Identification of Incidents

The School's definition of a security incident for the purposes of this policy is any breach of security, lack
of controls, system or human failure, error or issue that leads to, or results in, the destruction, loss,
alteration, unauthorised disclosure of, or access to data.

The recording of security incidents shall take place irrespective of how the incident occurred and who was
responsible.
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Prompt action may be necessary to reduce the potential impact of an incident, so there may be occasions
when an incident is resolved before it is recorded. If this occurs, a breach incident form should be
completed as soon as possible after the event.

Where a processor suffers a data breach, the processor will notify the School as soon without undue
delay. The School is responsible for notifying the DPO and following all notification procedures in the
same way that the School will deal with internal incidents.

3.2 Incident Reporting

The School will capture all security incidents as it allows the School to understand areas of weakness and
highlights changes that should be made to policies and procedures to ensure effectiveness.

Any security incidents that are found to include personal data must be treated in accordance with this
procedure and the data protection legislation.

Staff have been trained to identify a security incident and the procedure for reporting it.

As soon as a security incident has been identified, it must be reported immediately to the DPO so that
breach procedures can be initiated and followed without undue delay.

The School is committed to complying with legislation without apportionment of blame.

It is important that every incident, however minor, is recorded and follows this procedure to ensure that
the probability of reoccurrence is avoided or reduced, and the impact of future incidents is minimised.

Any security incident should be reported to the DPL immediately. The DPL will be required to report the
breach with the DPO without delay.

3.3 Incident Investigation

Security Incidents can originate from human errors or system errors. The DPO will analyse recorded
security incidents in order to ascertain whether or not personal data has been compromised. Each
incident will be prioritised according to severity, which will be based upon the actual or potential impact
of the incident upon and will be categorised as:

e (ritical (C)

e High (H)

¢  Medium (M)
e Low (L)

For example, in the case of a ‘Low’ severity, ‘no action’ may be an acceptable option. In the case of a
‘Critical’ severity, the DPO will ascertain whether or not personal data has been compromised.

If personal data has not been compromised, the security incident will be referred to the Head Teacher for
further consideration.
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If personal data is found to have been compromised, the DPO will make recommendations to the School
as to which immediate actions should be taken to mitigate the impact of the incident. Recommendations
will also be made to prevent any future occurrence of the same root cause.

3.4 Personal Data Breach Notification

The DPO will review each personal data breach and will decide if notification to the Information
Commissioner’s Office (ICO) is required.

The ICO is to be notified of any personal data breach where it is likely to result in a risk to the rights and
freedoms of individuals.

Affected Data Subjects are to be notified without undue delay of any personal data breach where it is also
likely to result in a risk to the rights and freedoms of individuals. The DPO will provide guidance to the
school as to the appropriate course of action.

3.5 Notification to the ICO

Where applicable, the DPO will notify the ICO of the personal data breach no later than 72 hours after the
School becomes aware of the incident and are kept notified throughout any breach investigation. The ICO
will be provided with a full report, including outcomes and mitigating actions as soon as possible, and
always within any specified timeframes.

The following information will be included in the notification to the ICO:

o Adescription of the nature of the personal data breach

The categories and approximate number of individuals concerned

The categories and approximate number of personal data records concerned

The name and contact details of the DPO

A description of the likely consequences of the personal data breach

A description of the measures taken, or proposed to be taken, to deal with the personal data
breach, including, where appropriate, the measures taken to mitigate any possible adverse effects

o O O O O

The DPO will notify the ICO via telephone or the online reporting system.

Where the School does not have full information regarding the personal data breach, a partial report
should be submitted to the ICO with subsequent reports to follow as information becomes available.

The ICO will provide the DPO with an acknowledgement of the notification. In due course the ICO will
either request more information from the DPO or will advise the DPO of the outcome following their
investigation. The DPO will keep the School abreast of all developments.

3.6 Data Subject Notification

Where applicable, the DPO will ask the School to notify data subjects of the personal data breach without
undue delay. Data subjects will be provided with the following:

o The name and contact details of the DPO
o Adescription of the likely consequences of the personal data breach
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o Adescription of the measures taken, or proposed to be taken, to deal with the personal data
breach and including, where appropriate, of the measures taken to mitigate any possible adverse
effects

A full report will be provided in a written, clear and legible format.

3.7 Record Keeping

All records and notes taken during the identification, recording, investigation and notification of the
security incident are recorded and authorised by the DPO and are retained for a period of 6 years from
the date of the incident. Incident forms are to be reviewed regularly to assess for patterns or breach
reoccurrences and actions taken to prevent further incidents from occurring.

4.0 Roles and Responsibilities

As Data Controller, the school is responsible for complying with all security incidents.
Each member of staff is responsible for reporting security incidents that they are aware of.

The School’s Data Protection lead person is responsible for notifying the DPO of any security incidents as
and when they occur.

5.0 Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.

Non compliance with this and other NPW policies may be subject to disciplinary action, up to and
including dismissal.

6.0 Risk Management

Risk management for the School is set out in the Risk Register.

7.0 References

None

8.0 Definitions

DPO - Data Protection Officer
ICO - The Information Commissioner's Office

9.0 Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.
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1. Overview

All personal data under the UK General Data Protection Regulation (UK GDPR) must be lawfully processed.
Consent is a legal basis which can be used to ensure that personal data is lawfully processed. However,
the use of consent is onerous and wherever possible an alternative legal basis should be sought. The
School may be required to seek consent from Data Subjects which include staff, parents/guardians and

pupils.

Consent provides individuals with real choice and control over use of personal data. Genuine consent puts
individuals in charge, builds customer trust and engagement, and enhances reputation.

The UK GDPR provides five other ways of processing data that may be more appropriate than consent
particularly in the education sector. It is unlikely that consent will be used for curricular activities as
sufficient statutory powers exist which provide a more suitable legal basis.

Data subjects have the specific right to withdraw consent. The school is required to inform data subjects
about their right to withdraw, and offer them easy ways to withdraw consent at any time.

2. Scope and Applicability

This procedure applies to all personal data processed by the school and where the school is using consent
as a lawful basis for processing personal data.

3. General Policy

The School shall be able to demonstrate that the data subject has given explicit consent to the processing
of his or her personal data.

Wherever consent is requested, clear, plain language that is easy to understand will be used. Data
subjects will be required to positively opt in (pre ticked ‘opt out’ boxes will not be used).

3.1 Requesting Consent

Consent must be freely given and the data subject must have a genuine choice as to whether or not they
wish to provide their personal data. For example a staff noticeboard with photographs is not essential for
the running of the school and therefore consent is likely to be required.

When relying on consent, the School ensures that the pupil understands what they are consenting to. The
School will not exploit any imbalance in power in the relationship between the School and the pupil.

Extra Curricular activities which require the use of personal data (such as school photographs, after school
Clubs) are likely to require written consent as there is unlikely to be another legal basis which applies.

The UK GDPR does not prescribe the age at which a pupil is considered to be a child with the exception of
online services which are 13 years of age. The School shall be able to demonstrate that, where the data
subject has given explicit consent to the processing of his or her personal data for online services, and the
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processing relates to a pupil under 13 years old, additional consent has been received by the person who
is the holder of parental responsibility over the pupil.

The School shall be able to demonstrate that reasonable efforts have been made to establish the
authenticity of the parental responsibility.

The School will make available Privacy Notices to Parents/pupils which will reflect that consent as a legal
basis is being used.

3.2 Recording Consent

The school will be responsible for keeping records of how and when consent was obtained. Records of
consent and privacy notices which were provided should be retained for the duration of the processing
activity. See Appendix 1 for an example pupil consent form.

3.3 Managing Consent

The school will regularly review records of consent to ensure that they remain relevant and up-to-date. If
the consent held by the school is no longer relevant, re consent will be sought at the appropriate time.

3.4 Withdrawal of Consent

The school will ensure that individuals are able to withdraw their consent at any time and ensure that
requests are promptly processed. See Appendix 2 for a Consent Withdrawal Form. Data subjects who
choose to withdraw consent will not be penalized in any way.

4. Roles and Responsibilities

The School (as a data controller) is responsible for requesting, recording and managing consent which
includes processing withdrawal of consent from data subjects.

5. Compliance

All staff are expected to comply with the School’s policies to the highest standards. If any School
employee is found to have breached this policy, they may be subject to the School disciplinary procedure.
If a criminal offense is considered to have been committed, further action may be taken to assist in the
prosecution of the offender(s).

6. Risk Management

Risk management for NPW is set out in the Risk Management Policy.

7. References

None
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8. Definitions

UK GDPR - The UK General Data Protection Regulation

9. Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.

February 2026



Appendix 1 — Example Pupil consent form
School Name
Child’s name:

Date:

Dear [parent/carer name],

At Sandringham Primary, we sometimes take photographs of pupils. We use these photos in the school’s
prospectus, on the school’s website and on display boards around school.

We would like your consent to take photos of your child, and use them in the ways described above. If you're
not happy for us to do this, that’s no problem — we will accommodate your preferences.

Please tick the relevant box(es) below and return this form to school

| am happy for the school to take photographs of my child

I am happy for photos of my child to be used on the school website

I am happy for photos of my child to be used in the school prospectus

| am happy for photos of my child to be used in internal displays

I am happy for photos of my child to be used on social media e.g. twitter

O U U 0o 0o 0O

I am NOT happy for the school to take or use photos of my child

If you change your mind at any time, you can let us know by emailing info@sandringham.newham.sch.uk,
calling the school on 0208 472 3800, or just popping in to the school office.

If you have any other questions, please get in touch.

We really value using photos of pupils, to be able to showcase what pupils do in school and show what life at
our school is like to others, so we would appreciate you taking the time to give consent.

Parent or carer’s signature: Date:
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Appendix 2 — Example Consent Withdrawal Form

School Name:

| withdraw consent to process personal datarelating to..........cccooiiiiiiiiii i [Name] from

Sandringham Primary School. | no longer give my consent to process personal data for the purpose of

previously granted.

If you wish to withdraw all consent for personal data, please tick here

Signed (parent/guardian, staff)

Date

Request actioned by

Date
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1.0 Overview

Data subjects have the right to obtain confirmation that their data is being processed, access to their
personal data and the right to be informed of processing via a privacy notice. The right of individuals to
access their personal information can be fulfilled via a Subject Access Request (SAR).

2.0 Scope and Applicability

This procedure applies to all personal data processed by the School and to all staff who deal with SARs.

Paper and electronic records are to be considered for inclusion within a SAR response. This includes
handwritten notes, CCTV footage (within reason) and emails.

3.0 General Policy

The School must provide requested information free of charge unless the request is manifestly unfounded
or excessive, particularly if it is repetitive. The fee must be based on the administrative cost of providing
the information.

Information must be provided without delay and at the latest within one month of receipt. The day the
request is received counts as day 1 and the response must be supplied by the corresponding date in the
next month. Should this be a weekend or public holiday, the following working day will be the deadline.
Where there is no corresponding day in the month, the last working day in the month will be the day
required in order to comply with the rules.

The School will be able to extend the period of compliance by a further two months where requests are
complex or numerous. If this is the case, the individual must be informed within one month of the receipt
of the request and explain why the extension is necessary.

Where requests are manifestly unfounded or excessive, in particular because they are repetitive, the
School can:

o Charge a reasonable fee taking into account the administrative costs of providing the information

o Refuse to respond

When a request is refused, the School must explain the reason to the individual, informing them of their
right to complain to the Information Commissioner’s Officer (ICO) and to a judicial remedy without undue
delay and at the latest within one month.

3.1 Request for Personal Data

SARs may be received via various methods including email, letter, telephone or in person. Any request
from an individual for personal information will be treated as a SAR. Whilst the School cannot insist upon
the completion of a SAR form (See Appendix 1 for an example SAR form), data subjects can be asked to
complete and submit a form as this will aid the fulfilment of the request and narrow the requirements
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which will reduce the workload for the School and provide more meaningful information to the data
subject.

3.1.1 Requests made by third parties

Requests may be received from a third party such as a solicitor, or a representative of the data subject.
Where a third party makes a Subject Access Request on a data subject’s behalf, proof of authorisation
from the data subject will be required clearly stating that they give consent for the third party to act on
their behalf.

3.1.2 Requests made by pupils

Children have the same rights as adults with regards to the right of access to their personal data, and are
therefore able to make a Subject Access Request for their own data. Should a pupil make a Subject Access
Request, the usual procedure should be followed unless the School is satisfied that the pupil is not acting
in their own best interest.

3.1.3 Requests for pupil data by parent/carers

It is generally understood that the parent/carer (who holds parental responsibility) of a child aged 12 or
under can act on their behalf with regards to making a Subject Access Request, but it is important that the
child is still informed of the request and given the option to object. The right of a parent/carer to act on a
child’s behalf only applies if the requester is deemed by the School to be acting in the child’s best
interests. This is further clarified in the ‘Exemptions’ section.

Where a child is aged 13 or over, they must give consent to their personal data being shared, regardless of
whether the requester has parental responsibility or not, as long as they are deemed competent to do so
i.e. by refusing to allow their data to be shared would be acting against their best interests.

3.2 Clarification of requested information

Where the School processes a large amount of data on the requester, or the request is unclear in its
scope, the School may seek clarification on which particular data or processing activities are being
requested. The time limit for responding to the request is paused until clarification is received. This is
referred to as ‘stopping the clock’.

3.3 Verification of Identity

If the identity of the requester is not known to the School, verification of identity will be required by the
School before fulfiiment of the Subject Access Request, and the timeframe for fulfilment will be paused
until satisfactory proof of identification has been seen. The School can decide what they require as proof,
but must ensure that they are certain of the requester’s identity and their authority to receive the data
requested.
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Under no circumstances should information be disclosed to anybody prior to their identity being verified.

3.4 Fulfillment of Request

The School’s nominated person will review the SAR to ascertain whether or not personal data is being
processed by the School.

The School’s nominated person will then liaise with the relevant information asset owners in order to
collate the required information. The School is required to undertake a ‘reasonable and proportionate’
search for the requested information.

Original documents are not required to be provided. A copy can be provided or multiple documents
containing personal information can be transposed into a single document. Where data in documents is
limited, full documents are not required to be included in the response, but the School will give the
requester information on which/the number of documents containing, for example, only the data
subject’s name.

Any personal information relating to data subjects not named in the SAR, must be redacted unless
consent to disclose the individuals’ name has been received or the individuals can reasonably expect that
personal data to be made public (e.g. a business email address or information already known to the
requester).

The School must state in its response the reasons for any redactions.

If the request is made electronically, the School should provide the information in a commonly used
electronic format. Personal information can also be provided in paper format if requested.

There is no exemption for requests that relate to large amounts of data, but the School may be able to
consider whether the request is manifestly unfounded or excessive. Additional time is permitted where
cases are particularly complex with a maximum extended period of two months. Where this is likely to
apply, the School should notify the requester of the delay and the reason for it.

3.4.1 Exemptions

There are certain exemptions laid out in data protection legislation which provide that the School can
refuse to comply with a Subject Access Request (wholly or partly). An example of an exemption is the
Crime and Taxation exemption, which may be used when the data subjects personal data has been
provided to police for an investigation.

Where the School has concerns that disclosure of personal data could cause harm to any individual, either
physically or otherwise, they can refuse to disclose this information.

Where the School deems a Subject Access Request on behalf of a child by their parent/carer to be against
the best interests of the child, the School may refuse to comply with the Subject Access Request.

All cases should be considered on a case by case basis and each one where the School believes an
exemption may apply should be referred to the Data Protection Officer (DPO) for guidance.
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If the School withholds any personal data as part of the Subject Access Request due to a legal exemption,
it must state this in its response and state the exemption (insofar as stating this will not cause harm to any
individual).

3.4.2 Sending documentation

Electronic responses should be sent via a secure method such as Egress, or with some form of password
protection. Where requests are made electronically, responses will be sent in this format unless the
requester specifies otherwise.

The response must be sent with a covering letter explaining the reasons for any information not provided
and any redactions. The School’s Privacy Notice must also be included with the response

3.5 Recording of Request

In order to determine if a request can be deemed to be repetitive, records of SARs will be kept. This
record in itself will be subject to any future SARs and should be retained in line with the School retention
schedule.

The School will maintain a log of all SARs with a chronology of events for each SAR received by the School.
This log may also be useful should the requestor lodge a complaint with the regulator as the timescales
and the method of response can be easily supplied.

4.0 Roles and Responsibilities

As Data Controller, the School is responsible for complying with Subject Access Requests and ensuring that
staff are aware of their data protection obligations.

5.0 Compliance

Compliance is mandatory and will be enforced for all employees, vendors and contractors.

Non compliance with this and other School policies may be subject to disciplinary action, up to and
including dismissal.

6.0 Risk Management

Risk management for the School is set out in the Risk Register.

7.0 References

None
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8.0 Definitions

SAR - Subject Access Request
ICO - Information Commissioner's Office

Parent/Carer - Person with parental responsibility

9.0 Review

This policy will be reviewed and updated on a regular basis, not to exceed 24 months.
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Appendix 1 — Example SAR Form

Application to receive Personal Information held by SANDRINGHAM PRIMARY SCHOOL

Section 1 — The Request

| am the person the information is about Ul if yes, please tick and then complete
Sections: 3,4,5and 6
OR
| am acting on behalf of someone else Ul if yes, please tick and then complete

Section 2 — The Information requested is about someone else

Sections: 2,3,4,5and 6

I am the child’s parent ] | enclose proof of parental responsibility
The child is over the age of 13 O | enclose consent to share from the child
OR
| am the personal representative ] | enclose evidence of this
for a deceased person
| am requesting the information on Ul | enclose a consent to share form

behalf of someone else

If you are requesting information on behalf of someone else,
please give YOUR details below:

Full Relationship to data
Name: subject:

Contact Email Address:
Number:

Postal

Address:

Please complete in BLOCK CAPITALS if handwritten

Section 3 — Who is the Person that the information relates to?
(The ‘Data Subject’)

Title: First Name: Surname:
Maiden Name: Other Names:

Date of Birth: Contact Email Address:
Number:

Postal

Address:
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Identification Documents - please select one from each section

Category 1: Category 2:
Photographic Proof of Identification Proof of Address
Passport Ul Bank Statement Ul
Driving Licence Ul Utility Bill Ul
Other ] Other ]
If other please state what equivalent is being If other please state what equivalent is being supplied:

supplied:

Section 4 — Details of the information being requested
Please help us deal with your request quickly and efficiently by giving as much detail as possible about the information
you would like

Section 5 — Access to the Information
How would you prefer to receive your information?

If you have any special needs when viewing information please state here

Section 6 — Declaration

| certify the information provided on this form is true.

| understand Sandringham Primary School is not obliged to comply with my request unless they are supplied with such
information as they may reasonably require in order to satisfy themselves as to:

® my identity and

® 10 locate the information which | seek

Name Date

Signature

Warning — a person who unlawfully obtains, or attempts to obtain, personal information is guilty of a criminal offence
and is liable to prosecution
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Once the Form is Complete:
Send this completed form to:

For queries, please contact:

Telephone:

Email:

Data Protection: The information included on this form will be used for the purpose of handling your Subject Access Request and will not be kept
longer than is necessary to do so.

Please Note: If your Subject Access Request relates to a deceased person’s personal information, you are advised to contact us in order that we can advise you of
the process for requesting this type of information.
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